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Abstract

The rapid advancement of technology and the growth of Big
Data have led to a considerable amount of personal data
being collected, processed, used, and shared on a large
scale. Information management professionals, such as
archivists, librarians, and documentalists, often play a
central role in managing these systems. In Morocco, as in
many other regions, this technological evolution has raised
concerns about the protection of personal data and
highlighted the need for an appropriate legal framework to
regulate them.

This paper examines the current state of the legal framework
regarding the protection of personal data in Morocco,
highlighting the laws and regulations in force. Our analysis
also focuses on the challenges and issues that Morocco faces
when it comes to regulating personal data in the era of Big
Data. These challenges include aspects such as individual
consent for data collection, data security, responsibilities of
involved actors, and respect for citizens' privacy.

Keywords: Information system, recommendation system,
personal data, big data, Morocco, security, legal framework,
information, protection, responsibility, privacy.

1. INTRODUCTION

Before computerization, data about individuals or
organizations was typically stored in paper files, spread across
different functional units or separate departments. However,
with the advent of information systems (IS), this data is now
centralized in electronic files, making access possible to a larger
number of people, including parties external to the
organization.
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The transition to electronic data storage has facilitated their
duplication, sharing, and transfer, thus making them more
vulnerable compared to manual storage. Additionally, through
communication networks, especially the internet, it is possible
to connect IS located in different locations or access data from
a variety of devices such as computers, phones, tablets, etc.
Therefore, risks related to unauthorized access, misuse, or
fraud are no longer confined to a specific location but can
spread rapidly across a network, thus creating ripple effects[1].

At the intersection of Big Data and recommendation systems
lies a fascinating dynamic that shapes our modern digital
experience. While Big Data enables the collection and analysis
of vast amounts of data, recommendation systems leverage
this data to provide personalized suggestions, thus influencing
our decisions and online interactions. This symbiosis between
Big Data and recommendations creates a dynamic digital
landscape where data analysis drives personalization and
optimization of the user experience.

What is the legislative and regulatory situation in Morocco?
The link between recommendation systems and big data?

2. OBIJECTIVES

The objective of this scientific article is to explore the security
challenges inherent in recommendation systems within the
context of Big Data. While these systems harness massive
amounts of data to provide personalized suggestions, they
must also address growing concerns regarding privacy and data
protection. Our study aims to analyze the potential risks
associated with the collection, storage, and utilization of user
data in Big Data-driven recommendation systems. Additionally,
we will examine user behavior towards the use of these
recommendation systems to better understand their
expectations, concerns, and attitudes regarding data privacy.
Furthermore, we will investigate security techniques and best
practices that can be implemented to mitigate these risks and
ensure the privacy of users' personal information. By
understanding and addressing these security challenges, we
aim to promote the development of robust and reliable
recommendation systems that benefit from Big Data analysis
while maintaining users' trust in data protection.

3. Literature Review
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3.1.What is the legislative and regulatory situation in
Morocco?

In Morocco, the protection of personal data is regulated by Law
09-08 concerning the protection of individuals with regard to
the processing of personal data, adopted in 2009.[2]

3.2.Who is covered by Law 09-08?

Any organization processing personal data is concerned. This
includes not only organizations and citizens established in
Moroccan territory but also foreign organizations engaging in
business relationships with their Moroccan counterparts or
exchanging data with their subsidiaries or parent companies in
Morocco([3].

3.3.What is Big Data?

[4, 5] Big Data," or "données massives" in French, refers to
extremely large, complex, and varied datasets that exceed the
capacity of traditional data management tools to capture,
store, manage, and analyze effectively. These massive datasets
are typically characterized by three main dimensions,
commonly referred to as the "3Vs" of Big Data:

Volume: This refers to the quantity of data generated,
collected, or stored. Big Data can consist of billions or even
trillions of data elements, requiring dedicated storage and
processing infrastructure.

Velocity: Velocity refers to the speed at which new data is
generated, collected, and needs to be processed. Big Data can
come from sources such as social networks, IoT (Internet of
Things) sensors, real-time transactions, etc.

Variety: Variety means that Big Data can be of highly diverse
nature, including structured data (such as traditional
databases), unstructured data (such as social media, videos,
images, etc.), and semi-structured data. These data can be
stored in different formats, such as text, image, sound, etc.

In addition to the "3Vs," some definitions of Big Data also
include other dimensions, such as truth (data relevance), value
(ability to extract useful insights), and veracity (data reliability).

3.4.Data security in the context of Big Data:

[6]Data security and privacy protection in the context of Big
Data is a major concern due to the massive volume, variety,
and velocity at which data is collected, stored, and processed
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in Big Data environments. Here are some key aspects of data
security in this context:

Security: Security is the first and most fundamental of the "3S"
in computer security. It involves protecting systems, data, and
networks against threats, attacks, and intrusions. This entails
implementing firewalls, access controls, encryption, security
policies, vulnerability management, etc., to ensure the
integrity, confidentiality, and availability of IT resources.

Surveillance: Surveillance refers to the continuous monitoring
of computer systems to detect suspicious activities or potential
security breaches. This involves using audit logs, intrusion
detection systems (IDS), intrusion prevention systems (IPS),
and other monitoring tools to identify malicious or abnormal
behavior.

Sensitization: Security awareness is an essential aspect of
computer security. It involves educating users and staff to
recognize threats and adopt secure behaviors. Awareness
campaigns, security training, password best practices, phishing
prevention, and other initiatives aim to strengthen the security
culture within an organization.

3.5.What is recommender system?

A recommender system is a type of information system that
analyzes a user's preferences or behavior to recommend
relevant items. These items can be products, services, digital
content, social connections, etc. Recommendation systems are
widely used in various fields such as e-commerce, social media,
content streaming, search engines[7].
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otc.)
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Osta Processing Data Storage (Distributed

{Apache Spark, Hadoop, | Databases)
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Data Modeling and Generation of
Machine Learning (Scikit- | = Personalized
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-
Presentation of
Recommendations and
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Figure 1: workflow of a recommender system personal design
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This schema illustrates the general workflow of a
recommender system integrated into a Big Data infrastructure,
from data collection to the generation of personalized
recommendations for users.

3.6. The security of recommendation systems

[8] The security of recommendation systems is a critical aspect,
especially considering the sensitive nature of the data they
often handle, such as users' personal preferences or purchase
histories. Here are some important considerations to ensure
the security of recommendation systems:

Protection of personal data: Recommendation systems must
implement robust measures to ensure the confidentiality of
users' data. This may include using encryption techniques to
store sensitive data and limiting access to authorized users.

Prevention of injection attacks: Recommendation systems
must protect against malicious code injection attacks. They
should carefully validate and filter user inputs to prevent SQL
injection or other types of attacks.

Access management: It is crucial to implement access control
mechanisms to ensure that only authorized users can access
the data in recommendation systems. This may involve using
multi-factor authentication and rigorous identity and privilege
management.

Activity monitoring: User activities and system operations
should be closely monitored to detect suspicious behavior or
unauthorized access attempts. Implementing audit logs and
intrusion detection mechanisms can help identify and respond
quickly to potential threats.

Protection against denial-of-service attacks:

Recommendation systems must be resilient to denial-of-
service (DDoS) attacks that could compromise their availability.
This can be achieved by implementing bandwidth limitation
measures, filtering malicious requests, and system
redundancy.

Security of recommendation models: The recommendation
models themselves must be secured against manipulations or
attacks. It is essential to validate model inputs and monitor
their performance to detect signs of anomalies or malicious
behavior.
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3.7. Recommender system and big data performance and

security
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Figure 2: The triangle 3P of an performance BIG DATA
personal design
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Figure 3: Golden Triangle of Security BIG DATA &
Recommender System personal design

4. DISCUSSION

The main objective of this survey is to understand and assess
user behaviors and habits regarding the utilization of
recommendation systems. This study aims to analyze how
individuals interact with recommendations generated by these
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systems in various contexts such as e-commerce, social media,
content streaming, etc. We seek to examine the criteria
considered by users when deciding to follow or ignore
recommendations, as well as the factors influencing their
satisfaction with the suggestions provided. Additionally, this
survey aims to identify privacy and security concerns related to
the use of recommendation systems, as well as users'
expectations regarding transparency and control over the
recommendations they receive. By gathering this information,
we hope to gain valuable insights to enhance the design and
functionality of recommendation systems while effectively
addressing the needs and concerns of users in an ethical
manner.
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The histogram depicting the frequency of wuse of
recommendation systems reveals a varied distribution of user
engagement. A notable proportion of respondents report using
these systems "Sometimes," indicating a situational reliance on
recommendations for decision-making in entertainment,
purchases, or information seeking. The presence of users who
"Rarely" engage with recommendation systems suggests a
segment of the population remains skeptical or finds limited
value in these automated suggestions. Conversely, the
segments indicating "Often" and "Always" usage highlight a
significant reliance on these technologies, underscoring their
integral role in the daily digital experience of many users. This
distribution suggests a broad spectrum of trust and perceived
utility towards recommendation systems among internet
users.
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The histogram illustrating trust in recommendation systems
highlights a critical aspect of user perception. A substantial
fraction of respondents exhibit a neutral stance ("Neither trust
nor distrust"), suggesting ambivalence or the need for further
positive experiences to build trust. The presence of individuals
with "No trust at all" and "Not much trust" points towards
prevailing skepticism or past negative experiences with
recommendation systems. Interestingly, a smaller vyet
significant portion of the audience expresses "Complete trust"
or "A lot of trust," indicating a strong belief in the effectiveness
and reliability of these systems. This varied trust landscape
underscores the importance of transparency, accuracy, and
user control in the design and implementation of
recommendation algorithms to foster user confidence.

Satisfaction with
Recommendation Systems (%)

Neither satisfied nor... '
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The satisfaction histogram with recommendation systems
presents an insightful overview of user contentment. A
considerable share of responses falls within the "Neutral"
category, implying that while many wusers find
recommendations neither particularly satisfying nor
dissatisfying, there is room for improvement in personalization
and relevance. Those expressing "Dissatisfaction" or "Slight
dissatisfaction" highlight shortcomings in current systems,
possibly due to irrelevant suggestions or privacy concerns.
Conversely, the segment reporting "Complete satisfaction" or
"Mostly satisfied" reflects well on the ability of some systems
to enhance user experience through tailored content. The
distribution signals the potential for refined algorithms and
more nuanced user profiling to elevate satisfaction levels
across the board.

Each of these interpretations provides a nuanced
understanding of user interaction with recommendation
systems, highlighting areas of strength and opportunities for
improvement. Such insights are crucial for developers,
researchers, and marketers alike in optimizing the
performance and perception of these technologies in an
increasingly algorithm-driven world.

Trus

Frequency of Use

;

Satisfact
Comparative visualization for three key aspects related to
recommendation systems

The radar chart presented provides a comparative visualization
of the average ratings for three key aspects related to
recommendation systems: frequency of use, trust in these
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systems, and satisfaction with the recommendations received.
Each of these axes represents a specific domain of inquiry into
users' attitudes and behaviors regarding recommendation
systems. Here's a more detailed explanation for each axis:

Frequency of Use: This axis measures how frequently
participants use recommendation systems. A higher value
indicates more frequent use. This reflects the integration of
these systems into users' daily routines, suggesting their
dependence on or preference for discovering content,
products, or services through algorithmic recommendations.

Trust: This axis assesses the degree of trust users place in the
recommendations provided by the systems. A higher score
suggests a greater level of trust. Trust is crucial for the
acceptance and effectiveness of recommendations, as it
influences the likelihood that users will follow these
suggestions.

Satisfaction: This axis quantifies users' satisfaction with the
recommendations they receive. A higher value indicates
greater satisfaction. This is indicative of the relevance and
quality of the recommendations, affecting the overall user
experience and loyalty to platforms offering these services.

The radar representation allows for an easy visualization of
strengths and weaknesses in user perceptions towards
recommendation systems, showing how each aspect compares
to the others. For instance, if one of the axes shows a
significantly lower value than the others, this could indicate an
area requiring particular attention to improve the acceptance
and effectiveness of recommendation systems.

This visualization aids researchers and system designers in
identifying key areas for improvement by providing insights
into the overall user experience. A targeted approach to
enhancing the less performing aspects could lead to an
increase in usage, trust, and satisfaction, thereby enhancing
the overall value of recommendation systems for end-users.

5. RECOMMENDATION

In the future evolution of data security in Big Data and
recommender systems, several promising perspectives
emerge. The development of international standards for data
protection is crucial in the context of globalized digital services,
facilitating the harmonization of data protection practices and
enhanced cross-border cooperation. Furthermore,
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advancements in explainable artificial intelligence (XAl) could
significantly improve the transparency of recommender
systems, making Al decisions more comprehensible to users
and thus bolstering trust and security. The adoption of a
privacy-by-design approach is likely to become a standard,
integrating data privacy protections from the earliest stages of
system development.

The use of technologies such as blockchain for securing data in
recommender systems could also gain popularity, offering a
decentralized and transparent data management approach.
Concurrently, legislative frameworks are expected to evolve to
address the challenges posed by emerging technologies, with
strengthened regulations on personal data protection. The
trend towards greater data sovereignty, where users have
more control over their personal information, could prompt a
rethink of recommender system architectures towards more
decentralized models.

Moreover, the adoption of artificial intelligence techniques to
enhance the security of recommender systems presents a
promising perspective, enabling faster detection and response
to threats. Lastly, continuous investment in user education and
awareness on data security issues is essential. By educating
users on how their data is used and on safe online practices, a
key role can be played in minimizing privacy-related risks.
Together, these perspectives underscore the importance of
innovation and adaptation in response to technological
advancements, ensuring ethical and secure use of
recommender systems in the future.

6. SUMMARY AND CONCLUSION

In conclusion, as we navigate the intricate landscape of Big
Data and recommender systems, it's clear that the challenges
of data security and privacy are not just technical, but also
ethical and regulatory. The integration of advanced
technologies such as explainable Al and blockchain presents
innovative pathways to enhance transparency and secure user
data, yet these solutions also demand a concerted effort in
development, implementation, and regulation. The evolution
of legal frameworks and the adoption of international
standards are essential to safeguard user privacy and build
trust in these systems.

The future of recommender systems lies in achieving a delicate
balance between personalization and privacy, innovation and
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security. As we progress, the role of user education and
awareness becomes paramount, empowering individuals to
navigate the digital realm safely. By fostering an environment
where technology serves the user, respecting their privacy and
security, we can harness the full potential of Big Data and
recommender systems to benefit society. In doing so, we not
only address the immediate challenges of data security but also
lay the groundwork for a digital future that is inclusive, secure,
and respects the rights and freedoms of individuals around the
globe.
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