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ABSTRACT
The purpose of the study is to learn more about the opinions
regarding Security Management Information Systems by
examining Fire Wall principles, Logics and findings, and the issue
with erased data. In order to learn more about respondents’
opinions regarding Security Management Information Systems,
a quantitative research methodology was applied. A Likert scale
was used in the creation of the questionnaire. The theoretical
study's conclusions served as the foundation for the queries.
Still, 423 systems practitioners took the time to complete the
survey. The data gathered from the surveys has been examined
using the statistical application SPSS 20. The -coefficient
summary shows that the factor's beta values are 0.066, 0.359,
and 0.536, which are generally indicative of the impact on
Security Management Information System (SMIS). Additionally,
the factor's beta values are 0.750 for ISA to FWS, 0.910 for LBS,
and 0.873 for ISA to PDDR, which accurately represent the
influence of Information Security Awareness (ISA) on Firewall
security, Logic Based Security, and Problem of Deleted Data
Recovery. The analysis found that there were flaws in the
information security practices' conception, execution, and

upkeep. It is essential for management to conduct an
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assessment of their information security procedures since they
serve as a safeguard for the organization's and information-
related assets.

Key words: Information Security Awareness, Security
Management Information System, Logic Based Security,
Firewall security, Problem of Deleted Data Recovery

1. INTRODUCTION

Information security is essential in the globalized world to maintain
business continuity. S. E. Chang (2006). ISM is a thorough method
that entails putting procedures and safeguards in place to guard
against any incursion on an organization's information assets.
Organizations continue to face risks, incidents, vulnerabilities, and
threats related to information security despite their best efforts.
M.A.M (2011) The existing ineffective ISM procedures are one of
the major factors. When implementing ISM, organizations
frequently place a priority on the technical components without
giving the non-technical aspects the proper consideration. Shojaie
and H. Federrath (2015). Usually, they proceed with the projects
without understanding the crucial elements influencing their
success. N. Maarop et al (2015). Given the aforementioned
information, it is necessary to determine the critical elements that
support ISM's performance. The model for acceptance and
deployment of Security Management Information Systems in
Information Technology is validated in this study in order to handle
this problem.

2. OBJECTIVE OF THE STUDY
e To conduct an empirical examination of the suggested
framework for determining the correlation between Fire
wall concepts, Logics and findings and Problem of deleted
data and their impact on Security Management
Information Systems
e To propose a validated model for acceptance and
implementation of Security Management Information
Systems in Information Technology

3. LITERATURE REVIEW

3.1linformation Security (IS)
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Protecting data and information systems from unauthorized
actions, such as access, use, disclosure, copying, recording,
destruction, alteration, and manipulation, is known as information
security. (F, Bjorck. 2001; Bokhari, S. and Manzoor, S. 2022).
Information security is actually the science of studying ways to
prevent unwanted changes to data in computer and
communication systems, as well as safeguarding information and
reducing illegal access to it. Information security is the
safeguarding of data for accessibility, integrity, and confidentiality.
(P. Williams. (2001; Kamariotou, M.; Kitsios, F. 2023).

3.2 Security Management Information Systems (SMIS)
Identifying the elements that contribute to success in SMIS is
crucial because it offers a helpful indication of the fundamental
security management procedures needed in a company. This
indicator will give the businesses a broad notion of what to
embrace in terms of SMIS for their company. As a result of this
finding, the organization might spend money on appropriate SMIS
procedures that align with its goals. When considering the purpose
of security management, a corporation must take a lot of steps to
be eligible to utilize security management wisely. Although there
isn't a set rule of thumb, there are numerous factors to take into
account, as shown by von Solms and von Solms (2004; Tewamba,
et.al. (2019).

3.3 Information Security Awareness

Hansch and Benenson (2014) Describe three interpretations of
information security awareness that differ from the majority of
researches' interpretations. After attempting to define the term
"information security awareness," the researchers arrived at these
three interpretations, each of which is open to interpretation.

3.4 Firewall

A security defensive tool used in computer network security is the
firewall. It functions as a bridge between the extranet and intranet.
It is acknowledged that the former is a secure network. The latter
is recognized asa comparatively less safe network. Hardware and
software make up the firewall. The firewall is the sole device
through which connectivity between the intranet and extranet can
and should go. The fundamental tool for ensuring network
information security is a firewall. It is really protective. In the past,
firewalls used as building partitions to stop fires from spreading.
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This is expanded to safeguard a protective wall's internal network
security. Tang (2018). In practice, firewall behavior is frequently
problematic due to its lack of specificity, which is either under- or
undefined. Firewalls behave more consistently across
implementations and in accordance with established protocol
conventions when requirements are specified.

H1: Increased knowledge of information security (ISA) can benefit
firewalls by making them more consistent across implementations.
H2: The specified firewall behavior can positively affect the success
of security management information system.

3.5 Logic-Based Security

Ensuring safe end-to-end communication is necessary when two
entities interact to receive a certain service or services. Systems
cannot function effectively without appropriate security measures
in place since there are many different kinds of potential attackers.
A set of conditions that must be met by the parties involved in
communication in order to ensure safe communication and defend
services from attackers can be used to define security.

When The authors' reasoning was based on logic, and their main
goal was to develop a single static data model that would prevent
the introduction of additional rules at runtime. In (Bamgboye
0,2019), To ensure the consistency of the data stream generated
by physical sensors in smart settings, the authors put forth a
reasoning framework. Nevertheless, there is no end-user
interaction with this framework.

H3: Information Security awareness (ISA) can have a favorable
impact on logic based security implementations

H4: The logic based security implementations can positively affect
the success of security management information system.

3.6 Problem of Deleted Data

Recovery is the collection of methods used to retrieve data from
any backup server in the event that the original data was lost from
the server or was no longer viable for use. Backup is described as
a duplicate of any data, file, application, and operating system that
may be utilized in the event of a data loss or restoration.

A disaster recovery plan is essential since disasters affect both the
client and the cloud side. As stated by (A. Arul Mary, K. Chitra
(2019) when “disaster happens in customer side means backup will
be stored in the cloud, but disaster happens in the cloud means
data will be lost. So, disaster recovery process is urgently needed.

529



Journal of Namibian Studies, 39 S1 (2023): 526-546 ISSN: 2197-5523 (online)

But quality and security are the key issues in the information
recovery process” Tyagi et al (2019).

The process of recovering corrupted, missing, or damaged data
from storage devices is known as data recovery. This technique is
applied to devices such as SD cards, hard disks (internal and
external), SSD devices, CDs, DVDs, and any other storage device
when the data is not accessible through conventional means, i.e.,
when the data is corrupted or entirely formatted, or when the
storage device is damaged. D Drives (2017)

Alzahrani et al. (2022) presented an architecture that emphasizes
recovery and dependability while combining replication and
erasure coding benefits to produce the optimal storage solution.
In order to allow dynamic structure development in the future and
validate the data model, learning and training techniques were
developed.

H5: Information Security awareness (ISA) about safe data backup
and recovery can have a favorable impact on the recovery of
deleted data.

H6: An effective and practical data recovery plan to recover
corrupted, lost, damaged or deleted data can positively affect the
success of security management information system.

4. CONCEPTUAL FRAMEWORK

Firewall Security

‘ . Loaic Based Success of
Information Security | g Oggé:ur?tse Security Management
Awareness y Information System

Problem of Deleted
data recovery

Figure 1: Conceptual model proposed assessing the relationship
among ‘Information Security awareness (ISA)’, Firewall security,
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Logic based security, Problem of deleted data recovery and success
of security management information system.

5. RESEARCH METHODOLOGY

5.1 Research Design

A guantitative methodology was used in the study to explore
respondents’ perceptions regarding information security
awareness and it impact on the Security Management Information
Systems through Fire wall concepts, Logics and Problem of deleted
data. The quantitative method is the most useful choice since it
enables researchers to collect information in depth and promotes
a deeper understanding of the topic, especially because this study
employed a empirical approach.

5.2 Population and Sample

The sampling was based on the respondents' capacity to address
the research questions. strategy. Purposive sampling was
therefore used. Participants in the study who were actively
involved in Security Management Information Systems and had
experience with Security Systems were invited for questionnaire
based survey. Every participant had prior knowledge of
information systems for security management. Table 1 displays the
participants' profiles.

5.3 Data Collection

The first step in this study's data collection process was a literature
analysis. This theoretical investigation examined both published
and unpublished materials from a variety of internet databases
with the goal of finding additional pertinent components and
validating the factors deduced from the theoretical study. In this
study, pre-structured close ended questionnaire was utilized for
data collection. The questionnaire was sent through email and
online to the targeted respondents seasoned with Security
Management Information Systems.

The survey data was collected from January 2023 and April 2023.
A Likert scale was used in the creation of the questionnaire. The
theoretical study's conclusions served as the foundation for the
queries. There were two sections to the questions: A and B. The
participants' demographic profile , their organizations and their
own experiences with their deployment were covered in Part A.
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The respondents’ perceptions and awareness regarding the
Security Management Information Systems through Fire wall
concepts, Logics, and Problem of deleted data were the focus of
part B's questions.

6. RESULTS AND ANALYSIS

A total of four hundred and seventy seven Systems practitioners
were invited to participate in the survey. Still, 423 replies were
found complete, valid, and free from any missing information, they
were used for further examination. The statistical analysis has
been applied to the survey data using SPSS 22. According to the
goals of the study, a number of data analysis techniques, including
Karl Pearson regression and correlation analysis were used for data
analysis.

6.1. Demographic profile

The respondent's demographic characteristics were evaluated
using descriptive demographic data that were presented as
frequency, proportion, and percentage (Table 1). 84.60% of the
responses are judged to be of good quality after careful
examination. There were a great deal more male respondents
(361, 85.3%) than female respondents (62, 14.7%) Of the 423
participants, 116 (27.4%) were the majority between the ages of
31 and 40, and 182 (43%) had a Professional education, 156
(36.9%) had been working for more than 11 to 15 years, as
Network/ firewall administrator (118, 27.9%) and have good Level
of Awareness of information security system (104, 24.6%).

Table 1. Descriptive Statistics of Demographic Profile

423 Frequency | Valid %
Gender Male 361 85.3
Female 62 14.7
21-30 years 59 139
31-40 years 116 27.4
41-50 years 81 19.1
Age 51-60 years 105 24.8
61 years and 62 14.7
above
Highest Bachelor degree 50 11.8
education Master degree 114 27.0
level Prof. Education 182 43.0
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Other 77 18.2
Tenurein Less than 5 94 22.2
information 5to0 10 147 34.8
security field 11to 15 156 36.9
(in years) More than 15 26 6.1
Technical 57 13.5
Primary role associate
within the Network/ firewall | 118 27.9
field of administrator
information ISM Implementer | 84 19.9
security Network engineer | 104 24.6
ISM coordinator 60 14.2
Level of Very low 65 15.4
Awareness of | Low 100 23.6
information Moderate 89 21.0
security Good 104 24.6
system Excellent 65 15.4

6.2. Exploratory Factor and Reliability Analysis
The EFA was used to determine how important the compliant

components were. In this experiment, a factor loading of 0.50

serves as the threshold. These findings imply that factor analysis is

an appropriate method for gathering this data. Included was any

element with factor loadings greater than 0.5. in the final analysis.

It is commonly acknowledged that a scale is internally consistent if

it meets the Chronbach's Alpha minimum criterion of 0.70. For this

study, a Cronbach's alpha cutoff of 0.7 was employed.

Table 2. Results of Exploratory Factor Analysis

KMO | gartlett’
Meas
. s Test
\Variable (Cronb(State Fact |ure of of ite | Ite | cu
ach |ment
or Sampl Spher | MS ms | m
alpha . o
loadi | e icity | €© dro | %
ngs |Adeq Chi nfir | ppe |of
uacy | squalsig.| Me d loa
(>0.5) re |(<.1 d din
0) g
ISA 0.816|ISA-1/0.900 | 0.743 | 774./0.0 4 1
ISA-2 0.760 739|00
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0.682

0.466

0.838

55.4
51

FWS

0.746

0.761

0.805

0.068

0.756

0.686

0.740

376.
215

0.0
00

495

LBS

0.954

0.163

0.926

0.944

0.951

0.926

0.856

1833
181

0.0
00

725

PDDR

0.972

0.948

0.945

0.949

0.956

0.945

0.716

5038
.643

0.0
00

985

SMIS

0.897

0.884

0.906

0.883

0.798

0.725

0.832

1379
193

0.0
00

868

6.3. Correlation Analysis
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Every variable that was taken into consideration has a substantial
association with every other variable (Table 4). It was found that
the strongest association (0.946) between Problem of Deleted
Data Recovery (PDDR) and Security Management Information
System (SMIS), whereas the weakest (0.750) was discovered
between Information Security Awareness (ISA) and Firewall
security (FWS).

Table 3: Correlations
ISA FWS LBS PDDR | SMIS

ISA 1
Fws |.750" |1
LBS 9107 |.8337 |1

PDDR |.873" |.810" [.917" |1
sMIs |.865" |[.821 |[.930 .946

** At the 2-tailed 0.01 significance level, there is a

ok ok

1

correlation.

6.4. Regression Analysis

The researcher determines the impact of independent factors on
dependent variables, examines hypotheses, and supports the
prototype assumption statistically using a significant multivariate
regression analysis at the five percent enter method level. Each
variable's mean and standard deviation values were analyzed in
order to determine the questionnaire items and findings.

Stepwise The predictor-criterion link between the independent
and dependent variables was ascertained by regression analysis.
This study employs linear regression as opposed to nonlinear
regression, in contrast to previous studies. To evaluate if a model
is appropriate, scalable, and capable of dismissing the theory that
the total regression coefficient is equal to zero, researchers
employ the F-test, adjusted coefficient R2, and t-test.

6.4.1 Firewall security, Logic Based Security and Problem of
Deleted Data Recovery as dependent variable

Table 4a's regression analysis aims to investigate your perceptions
about the Security Management Information Systems through Fire
wall concepts, Logics and findings and Problem of deleted data.

The R square value of 0.562 in dicate that Information Security
Awareness (ISA) can account for 56.2% of Firewall security (FWS).
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Information Security Awareness (ISA) has R square values between
0.762 and 0.828 indicate that it can explain 82.8% and 76.2% of
Logic Based Security (LBS) and Problem of Deleted Data Recovery
(PDDR). Table 4b's The regression model's ANOVA results show
that, with a 95% confidence level, the validation is valid. The
summary of coefficients shown in Table 4c indicates that
information security awareness (ISA) has an impact on logic-based
security and firewall security and Problem of Deleted Data
Recovery, The beta values of 0.873 for LBS, 0.910 for ISA to FWS,
and 0.750 for LBS appropriately represent ISA to PDDR.

Table 4a : Regression analysis

Predictor |Depende
Model |s nt R R Square |Adjusted R Std. Error of
variable Square the Estimate
1 ISA FWS 0750 |0.562  [0.561 0.48552
2 ISA LBS 0910 [0.828  [0.827 0.39621
3 ISA PDOR  los73  |o762  |o.761 0.47198

Table 4b : ANOVA analysis

Model | Predictor | Dependent Sum of Mean
s variable Squares | df Square |F Sig.

1 ISA FWS Regressio | 127.246 | 1 127.246 | 539.794 | 0.000
n 99.243 421 0.236
Residual | 226.489 | 422
Total

2 ISA LBS Regressio | 317.396 | 1 317.396 | 2021.89 | 0.000
n 66.088 421 0.157 2
Residual | 383.484 | 422
Total

3 ISA PDDR Regressio | 300.299 | 1 300.299 | 1348.05 | 0.000
n 93.784 421 0.223 5
Residual | 394.082 | 422
Total
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Table 4c: Regression coefficients table for dependent variables

6.4.2 Security Management Information System (SMIS) as
dependent variable

Step-wise regression analysis shows that the three independent
factors— Firewall security (FWS), Logic Based Security (LBS),
Problem of Deleted Data Recovery (PDDR)—are all significant
predictors of the Security Management Information System
(SMIS). Based on Table 5a's highest R square values of 0.921, it is
possible that 92.1% of the influence on the One might attribute the
Security Management Information System (SMIS) to the variables.
ANOVA findings for the regression model at a 95% confidence level
are displayed in Table 5b. The coefficient summary in Table 5c
indicates that the factor's beta values are 0.066, 0.359 and 0.536
which are generally indicative of the impact on Security
Management Information System (SMIS).

Table 5a : Regression analysis

Model | R R Square |Adjusted R Std. Error of
Square the Estimate
1 0.960° 0.921 0.920 0.24130

a. Predictors: (Constant), PDDR, FWS, LBS

Table 5b : ANOVA analysis

Mode Depende Standardize
| nt Unstandardize |d

variable |d Coefficients [Coefficients

Std.
B Error |Beta
t Sig.

1 ISA |FWS 0.665 0.029 ]0.750 23.233 0.000
2 ISA |LBS 1.051 0.023 0.910 44.965 0.000
3 ISA  |PDDR 1.022 0.028 ]0.873 36.716 0.000

Model Sum of df Mean Square | F

Squares

Sig.
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Regression |283.766 3 94.589 1624.551 |0.000°
1 Residual 24.396 419 0.058
Total 308.162 422
a. Dependent Variable: SMIS
b. Predictors: (Constant), PDDR, FWS, LBS
Table 5c: Regression coefficients table for dependent variables
Model Unstandardized Standardized |t Sig.
Coefficients Coefficients
B Std. Error Beta
(Constant) | 0.204 0.048 4.256 0.000
FWS 0.077 0.030 0.066 2.605 0.010
! LBS 0.322 0.033 0.359 9.628 0.000
PDDR 0.498 0.031 0.563 15.999 0.000

a. Dependent Variable: SMIS

6.5. Results of Hypotheses Testing
Six All of the hypotheses presented in the conceptual research
framework (table 6) have received acknowledgement.

Table 6: Summary of Hypotheses Testing

Hy. |Independe Dependent Variables |R- Beta t-value |Sig Status of
No. |ntVariables Square| Coeffi Value |Hypothese
cient s
H1 |[Information Security [Firewall security (FWS) 0.562 0.750 h3.233 0-000 Accepted
Awareness (ISA)
H2  [Firewall security (FWS) [Security Management Accepted
Information System  (0.921 |0.066 |2.605 [°-000
(SMIS)
H3  [Information Security [Logic Based Security 0.828 0.910  |44.965 0.000 Accepted
Awareness (ISA) (LBS)
H4  |Logic Based Security  [Security Management Accepted
(LBS) Information System 0.921 |0.359 |[9.628 |0.000
(SMIS)
H5 [Information Security  [Problem of Deleted Data 0.873 0.000 [|Accepted
0.762 36.716
Awareness (ISA) Recovery (PDDR)
H6  |Problem of Deleted Security Management Accepted
Data Recovery (PDDR) |Information System 0.921 |0.563 |[15.999 [0-000
(SMIS)
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6.6 Discussion

Security awareness, Training and instruction in security are among
the most essential components needed for an information security
culture. within the company, according to Soomro et al. (2016).
Top management should place a high priority on these aspects.
Employees need to understand that following policies and
procedures is essential to preventing unintentional or deliberate
security breaches. Nonetheless, security awareness has not kept
up with the rapid advancements in technology, where dangers are
emerging from nearly every direction (D'Arcy et al., 2009; Safa et
al., 2016). As stated by Da Veiga and Eloff (2010), a deficiency of
security awareness leads to security noncompliance in cloud
environments, hence increasing the complexity of IT service
outsourcing arrangements. Without appropriate People lack
understanding of potential security risks despite security
awareness, education, and training initiatives. breaches. According
to Bachlechner et al. (2014), these awareness campaigns have a
beneficial impact on controlling and discouraging security-related
behaviour.

Furthermore, companies with appropriate Policies and procedures
for information security (SPP) are more effective at teaching staff
members how to behave securely. According to research, adhering
to an organization's security policy helps influence and reduce the
likelihood of misbehavior by employees (Van Niekerk et al., 2010).
To have an effective deterrence element, however, staff members
need to Recognize the established information security policies.
(Parsons et al., 2014). Establishing an ethical behavior policy is also
essential for establishing a security culture inside the company
(Connolly et al., 2015; Herath & Rao, 2009).

The study's results on the connection between firewall security
(FWS) and information security awareness (ISA), as well as how it
affects security Management Information System (SMIS) further
supported a significant positive relationship (H1 and H2; R-square
= 0.562 and 0.921; beta coefficient = 0.750 and 0.066; t-value =
23.233 and 2.605). Firewalls, which can be host-based or network-
based, are a crucial component of any network's security,
according to Sheth and Thakker (2011). Host-based firewalls assist
in filtering traffic to the hosts or end devices, whereas network
firewalls, which are based on network hardware, aid in securing
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networks. Firewalls historically operated using statically
configured rules, like access policy lists, according to Patil et al.
(2018). They have evolved to recognize and react to network
threats in real time. as a result of growing threats over time.
Firewalls, according to Mothersole and Reed (2011), can
dynamically control the Over their ports, information is exchanged.
The concept is that you must establish a connection. Regulate
unreliable services. As Wang Qiang giang (2019) points out,
firewalls are an efficient way to regulate insecure services.
Establish in advance the policies for Data input and departure
between the distrust and trust domains. Unsafe services that are
not on the intranet can be blocked. Plans for rules can also be
defined. When a policy for starting and shutdown is needed,
automatically launch and close. It provides versatility in addition to
significantly boosting intranet security. Peng Zhen Yu (2020) claims
that firewalls have the ability to concentrate all of the software
required for intranet security. encompassing all upgrades and
additions to the software. similar to a password on a computer.
Verification and passwords. Firewalls can be used to centrally
control these security concerns. It is simple to use and has a high
efficiency. The firewall must be at the center of the security
strategy in order to provide centralized security protection
configuration.

The empirical investigation of hypothesis 3 and 4 revealed a
significant positive correlation (R-square = 0.828 and 0.921; Beta
coefficient =0.910 and 0.359; t-value = 44.965 and 9.628) between
Information Security Awareness (ISA) and Logic Based Security
(LBS) with respect to Security Management Information System
(SMIS). K. Sanzgiri et al. (2005) state that in order to define and
evaluate any security requirement in any system that uses logic to
provide multi-hop communication, there must be a logic-based
security. Any protocol or system that claims to be secure can be
mapped; to put it another way, it needs to be defined using a
variety of global and local settings and actions before being
subjected to various criteria for analysis. Rather than relying solely
on simulation tools, the correctness of which is debatable among
many researchers, LBS offers a formal method for analyzing
security enforcement and security protocols. Furthermore,
according to Y. Xu and X. Xie (2008), employing simulation tools
often covers a limited number of scenarios, but employing LBS
allows for the coverage of additional cases that simulation
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methods are typically unable to cover completely. Z. Shao (2008)
claims that applying LBS to the two widely used enforcers, the
digital certificate and the MAC —it is possible to validate security
enforcers. Furthermore, the security of Ariadne, a safe routing
system utilized within sensor and ad hoc networks, was assessed
via LBS.

The suggested security architecture addresses the most significant
enforcers, as far as we are aware. Future developments of new
enforcers might only require the addition of new sets, behaviors,
and regulations. Additionally, new guidelines and procedures for
the interaction between the Systems for preventing intrusions and
detecting intrusions (IDS and IPS) may taken into consideration to
expand LBS. Additionally, LBS can analyze security using
computational intelligence technologies (Madria and Yin, 2009;
Stavrou and Pitsillides, 2010; Almomani and Saadeh, 2012).

Information Security Awareness (ISA) and Problem of Deleted Data
Recovery (PDDR) independently shown a strong positive
relationship between the two constructs. and further show impact
on Security Management Information System (SMIS). The results
of this study (R-square = 0.762 and 0.921; beta coefficient = 0.873
and 0.563; t-value = 36.716 and 15.999) are consistent with
Hypothesis 5 and 6. According to Bardis et al. (2017), data recovery
services need to provide high data reliability and flexibility by
implementing a workable and efficient data recovery plan that can
support any organization's growth. The authors state that cost,
security, latency-free operation, redundancy, and cloud data
storage are the most important factors pertaining to data recovery
in cloud computing. Faria et al. (2019) discovered a variety of
methods, each with its own specialization for creating backup and
recovery. According to Zhong & Xiang's (2012) experimental
results, a large number of businesses and organizations have used
disaster recovery solutions in an effort to reduce downtime and
data loss that occurs during natural disasters.

7. CONCLUSION

In order to comprehend and investigate the Security Management
Information System of Indian IT development and services firms,
the current study employs a quantitative research methodology.
The study's cases have been analyzed using pre-structured
guestionnaire and descriptive analysis techniques. The study's
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conclusions may prove beneficial to companies operating in
related fields with comparable tasks or roles. Similar research can
be done in the future for companies in many sectors and
industries. An interesting observation would be how various
information security methods are affected by organization size and
industry. Linkages between different Security Management
Information System components can be found as an extension of
this study to investigate their causal links with one another.
Additionally, this might aid in the creation of an organizational
framework for security management, which would be helpful to
practitioners in setting priorities for different security
management procedures.

8. FUTURE PROSPECTS

The analysis found that there were flaws in the information
security practices' conception, execution, and upkeep. It is
imperative that management evaluate their information security.
procedures since they serve as a safeguard for the organization's
and information-related assets. To provide protection, any missing
interventions or gaps in the system should be fixed. Studies of a
similar nature can be conducted for other Indian IT sector
institutes. The application of regulations governing mobile devices,
funding, training, user awareness, information security policy
review, and updates and enhancements were found to have
deficiencies and require improvement.

9. LIMITATIONS

The study has a rather small sample size, which considerably
reduces the study's trustworthiness given the scope of the
information security industry. The use of an open-ended
guestionnaire and anonymity have a detrimental effect on the
results' trustworthiness because it is not possible to ensure that all
of the respondents were among the potential respondents we had
selected. Nevertheless, there is no basis for us to believe that the
guestionnaire was ever distributed in an unauthorized manner.
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