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Abstract

Right to privacy is now, essentially a significant aspect of Article 21
of the Indian Constitution. However, the technological
advancements in the form of social media have led to certain
challenges related to right to privacy. This fundamental right is now
under a serious scanner. This research paper is an attempt to
provide an analysis of the persisting issues related with privacy
which are a consequence of the uncontrolled content available on
social media platforms. The widespread use of social media
platforms has revolutionized the ways in which people
communicate, exchange information, and engage with one another.
Although these platforms provide never-before-seen chances for
self-expression and communication, they also give rise to serious
privacy problems. This research paper delves into the multifaceted
issues surrounding privacy on social media, aiming to provide a
comprehensive analysis of the challenges and implications for users,
businesses, and society at large. The research paper also highlights
the implications of these mechanisms on users' autonomy and the
broader implications for democratic discourse. This research paper
underscores the critical importance of addressing privacy issues on
social media from multiple perspectives, including legal, ethical,
technical, and societal. The researcher also provides a few
recommendations to mitigate this issue of privacy violation on social
media.
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Introduction

The right to privacy has become a crucial component of individual
rights in the dynamic and constantly changing modern world, and
its relevance has increased significantly in the context of the digital
era. This basic right, which is deeply rooted in the constitutional
framework and is specifically protected by Article 21, encompasses
the domains of personal space, autonomy, and dignity. The
significant significance of the right to privacy, as stated in Article
21, is more than just a legal idea; it is an essential human right that
is consistent with the core values of personal autonomy and
integrity. This constitutional provision, which protects personal
space, autonomy, and dignity, serves as a wall against arbitrary and
unjustifiable infringements and reflects a fundamental
commitment to upholding the sanctity of the individual in the face
of rapidly changing technological environments. In order to have a
thorough understanding of the origins and consequences of the
right to privacy, one must examine its constitutional foundations.
The cornerstone of the Indian constitutional framework's right to
privacy is Article 21, often known as the Right to Life and Personal
Liberty. Its wide range of application includes both the concrete
and ethereal facets of life that contribute to a person's sense of
self. The case of K.S. Puttaswamy v. Union of India established a
noteworthy legal precedent in India.! The Supreme Court of India
construed an individual's right to privacy in accordance with Article
21, which upholds the basic right to life and liberty. The court
explicitly used the ideas of personality and autonomy to clarify the
extent of this right, even while it upheld the right to privacy as a
fundamental one. This recognition of personal autonomy is
essential because it proves that a person's right to privacy includes
the freedom to choose if, how, and when personal information
about them is shared with or used by a third party.

The right to privacy takes on a complex nature in the modern
world, as the digital sphere influences human relationships and
society dynamics in profound ways. The emergence of digital
communication, social media platforms, and ubiquitous
connection has brought forth a novel perspective on the
comprehension and implementation of privacy rights. People
move through a complex network of online contacts, disclosing
private information, ideas, and experiences, leaving a digital trail
that frequently goes beyond conventional definitions of privacy.

1 K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.

790



Journal of Namibian Studies, 38 S1 (2023): 789-798 ISSN: 2197-5523 (online)

This essay aims to clarify the complex implications of the right to
privacy as society struggles with the issues raised by the
convergence of privacy and the digital age. In order to provide
insight on the changing dynamics between human autonomy,
technology developments, and the constitutional protections that
support the right to privacy in India, it aims to investigate the
complex expressions of privacy rights in the context of social
media. We hope to provide a thorough awareness of this basic
right's importance in the current socio-legal context by exploring
its intricacies.

The Right to Privacy in the Age of Social Media

The highly valued right to privacy, which is deeply ingrained in
India's constitution by virtue of Article 21, is a crucial pillar of
personal freedom. But the modern world, largely shaped by social
media's ubiquitous reach, has presented this right with a number
of hitherto unheard-of difficulties. The entire definition of privacy
has changed significantly in this digital age, blurring the lines that
formerly distinguished the public and private domains. The digital
world is so widespread that it has created a complex web of data
exchanges in which people are enmeshed. This intricate
interaction calls for a critical assessment of how well the current
legal systems protect people's inalienable right to privacy. The
complex issues raised by technology development call for a careful
reassessment and strengthening of the legislative safeguards
designed to protect people from invasions of their right to privacy
in this constantly changing digital landscape. With technology
advancing at a speed never seen before, it is imperative that
current legislative protections be reviewed and strengthened. The
complexities of data privacy, entwined with the digital
complexities of the modern day, need a sophisticated approach
that acknowledges the dynamic nature of the digital world while
also guaranteeing the protection of the private of individuals.
Therefore, given this changing technological paradigm, legal
frameworks must change as well in order to continue being
effective protectors of the right to privacy, which is a crucial
component of human autonomy in the digital age. The court ruling
in Kharak Singh v. State of Uttar Pradesh established that a basic
component of personal freedom is the right to privacy.?

2 Kharak Singh v. State of Uttar Pradesh, 1964 SCR (1) 332.
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The quick rise of social media platforms in recent years has
changed the way people share information and communicate
globally. Unquestionably, user-generated material has contributed
to this extraordinary expansion, which has completely changed
how people communicate and exchange knowledge. However,
there are a number of obstacles that loom large over the
fundamental right to privacy in this vast world of digital
interconnection. Information sharing on social media platforms is
widespread and uncontrolled, which presents a number of dangers
and serious privacy issues. Unrestricted sharing of personal
information without express agreement fosters possible abuse and
exploitation. Users frequently discover that they are
unintentionally exposed to a large audience and that their personal
information is vulnerable to misuse and unlawful access,
compromising the fundamental right to privacy. The lack of strict
controls over the information that circulates on these platforms
exacerbates this vulnerability. This culture of laxity makes it easier
for cyberbullying and harassment to flourish, and without
sufficient protections, private information may be shared. Users'
privacy and well-being are increasingly threatened by the spread
of hazardous material, which is facilitated by the lack of efficient
content filtering methods.® These worries are heightened by the
development of deepfake technology, which adds a complex level
of manipulation to the alteration of visual and audio material.
Because of the blurring of truth and fiction caused by this
technology, it is becoming more difficult to verify the veracity of
content found on social media sites. It is more likely that
malevolent actors would use this technology to spread false
information and manipulate people, which increases the hazards
involved.

Addressing Privacy Issues as to Social Media

India's current legal system for handling privacy and social media
is woefully insufficient. The government and the court system have
both shown a significant delay in tackling the intricacies of this
field. Although laws and regulations have been passed, they mostly
deal with defamation matters.*

In the famous case of Kharak Singh v. State of UP, often known as
the PUCL case, the court determined that tapping a phone is

3 Garg, R. (2019). Privacy Social Media. Supremo Amicus, 12, 78-82.
4 Ibid.
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considered a privacy violation.> By expanding on this justification,
one may legitimately contend that WhatsApp's sharing of user
data with Facebook, particularly in light of its recent update,
amounts to a blatant invasion of privacy.

Taking a look at the Information Technology statute of 2000,
privacy is treated in a very traditional and liberal manner under the
statute. The deliberate sharing of explicit private photos without
permission is covered under Section 66E. Section 79 specifically
addresses social media and releases Facebook, Twitter, and other
platforms from user-posted material responsibility. Nevertheless,
the act is devoid of particular, intricate provisions that address the
intricacies of social media dynamics.®

Over time, the meaning of these statutes has changed. In the
Shreya Singhal case, the court introduced responsibility by ruling
that social media sites like Facebook must delete offensive
information after receiving complaints. The spread of meme
culture, particularly those that disparage public personalities, is a
growing source of worry. These people's privacy may be violated
by this trend, which calls for immediate attention and control.
The case of Karmanya Singh v. Union of India, also known as
WhatsApp-Facebook Privacy Case, that illustrates how the
landscape is shifting to allow private firms to do tasks that were
formerly performed by the government.” The basis of the
disagreement is the contractual arrangement between Facebook
and WhatsApp, two private companies. WhatsApp claims it may
share user data, such as names, phone numbers, login passwords,
location, and status, since it is a Facebook subsidiary. There is a
serious risk that such private information may be misused,
especially for spying.

This issue, which is presently pending before the Indian Supreme
Court, has resulted in the referral of the basic right to privacy to a
broader constitutional court. The bench recognized that privacy
exists in three distinct domains: private, public, and personal. The
public zone, which will be examined in light of the particular facts
of each case, is crucial to the current proceedings, whereas the
private and intimate zones were judged unnecessary. The case
emphasizes how difficult it is becoming to define and protect

5 Supra note 2.

6 Belapurkar, R. (2018). Information privacy concerns and surveillance in
social media. International Journal of Law Management & Humanities,
1(5), 186-194.

7 Karmanya Singh Sareen v. UOI, 233 (2016) DLT 436.
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private rights in the face of quickly developing technology and
shifting societal norms.?

Multifaceted Issues Surrounding Privacy on Social Media

A thorough investigation is necessary into the complex web of
privacy issues woven throughout the vast social media landscape.
This investigation must focus on two recurring issues: the dangers
of data breaches and unauthorized access, which are entwined
with the complex web of user profiling and surveillance.

A serious and ever-growing danger to user privacy is the frequency
and complexity with which data breaches on social media
platforms are occurring. Unauthorized access to personal
information has been alarmingly widespread in recent years,
greatly increasing the danger for users who may be exposed to a
wide range of possible consequences, from identity theft to
financial exploitation. Sensitive information, including as contact
details, location histories, and even financial transaction records,
is frequently compromised in these attacks. This emphasizes how
urgently strong security measures are needed to safeguard users'
personal data.® Strong cybersecurity measures are becoming more
and more crucial as social media companies continue to amass
enormous libraries of user data. Understanding the gravity of the
problem and implementing proactive measures to prevent future
breaches are essential, as is maintaining continuous watchfulness.
The creation and application of cutting-edge cybersecurity
methods and technology are essential in light of these difficulties.
This includes multi-factor authentication, sophisticated encryption
techniques, and real-time monitoring systems to quickly identify
and address any questionable activity. Furthermore, a thorough
strategy for protecting user data must include the implementation
of strict privacy rules and adherence to compliance requirements.
It is also critical to teach people about safe internet privacy and
security practices.’® Social networking sites have to take a
proactive approach in raising user awareness, encouraging the use
of security measures, and provide detailed instructions on how to

8 WhatsApp privacy case: A timeline. (2018, August 9). lkigai Law.
Retrieved November 16, 2023, from
https://www.ikigailaw.com/article/444/whatsapp-privacy-case-timeline.
® Varma, N., & Bubere, Z. (2021). Personal Privacy on Social
Media. International Journal of Law Management & Humanities,
4,5733-5748.

10 1hid.
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keep one's online presence safe. Users and platform providers
must work together to build a strong defense against the growing
dangers that hackers are posing.!

The ongoing privacy issues in the social media sphere are further
complicated by the clandestine collection and use of user data for
monitoring and profiling. Sophisticated algorithms created to
carefully examine each person's contacts, preferences, and habits
are at the core of this problem. These algorithms aid in the creation
of extremely thorough user profiles, which in turn provide the
framework for customized content curation and targeted
advertising. However, it is harder and harder to distinguish
between providing individualized user experiences and
participating in invasive surveillance. Concerns over the possible
loss of individual liberty as users traverse the digital environment
are warranted in light of this uncertainty. User data has the
potential to revolutionize innovation and improve services, but
there is a point at which moral issues and legal requirements must
come first. The possibility that these profiles will be misused for
deceptive purposes is especially concerning. The serious danger to
democratic values is obvious, regardless of whether it is for
behavior modification or politically driven targeting. The ethical
bounds of these techniques need to be reevaluated in light of the
consequences of using such data as a weapon to sway public
opinion or mold individual behavior. A delicate balance between
protecting individual privacy rights and utilizing user data's
innovative potential is necessary to effectively resolve these
issues. This necessitates the creation of strong moral standards
and legal frameworks that value protecting user agency while
simultaneously acknowledging the transformational power of
data. Achieving this equilibrium is crucial in creating a setting
where the advantages of data-driven innovation are balanced with
the safeguarding of personal information.?

The Way Forward for Mitigating Privacy Violations

People need to be actively involved in controlling and personalizing
their privacy settings across several social media platforms in
today's linked digital world. In addition to protecting private data,

11 Lone, S. (2021). Social media: vis vis right to privacy. Indian Journal
of Law and Legal Research, 3(1), 1-7.

12 Mahitha, D. (2021). Social Media and It's Regulations in
India. International Journal of Law Management & Humanities, 4, 1560-
[exliv].
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this proactive strategy guarantees a customized online experience.
In order to do this, users must fully comprehend the range of
capabilities offered by these platforms, including data sharing
settings, audience limitations, and profile visibility. Reviewing and
updating these settings on a regular basis is an essential part of
keeping digital security intact. Users' privacy settings should
change over time in accordance with how comfortable and
concerned they become. People may maintain control over their
online appearance by periodically reviewing and modifying their
privacy settings, which also reduces the possibility of data
breaches or unwanted access. Furthermore, implementing strong
authentication procedures is necessary to improve the general
security of personal accounts. Using two-factor authentication
adds an additional degree of protection by requiring users to
validate their identity using a secondary method, such as OTP sent
to their mobile device. This extra precaution greatly strengthens
the protection against unauthorized access, increasing the
difficulty for would-be hackers to breach accounts. A key strategy
for enhancing digital security is the frequent changing of
passwords, especially when combined with two-factor
authentication. Promoting regular password changes among users
strengthens their accounts' defenses against future online attacks.
This straightforward yet powerful precaution strengthens the
general integrity of personal data and lowers the possibility of
unwanted access.

Digital literacy must be encouraged in order to provide individuals
the skills they need to appropriately navigate the complicated
world of social media. Extensive training initiatives are essential for
clarifying the complex hazards associated with excessive personal
information sharing and stressing the far-reaching effects of
engaging with questionable internet content. Educating people on
the risks involved in disclosing private information is a crucial
component of these kinds of projects. Users need to be made
aware of the several risks that might arise from careless sharing,
including identity theft, cyberbullying, and privacy violations.
These initiatives seek to enable individuals to manage their online
presence with greater caution and discernment by raising
awareness. In addition, one of the most important aspects of
promoting digital literacy is getting consumers to approach the
material they come across online with discernment. Reducing the
spread of false information requires highlighting the significance of
fact-checking and confirming the veracity of material before
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sharing it. By providing users with the knowledge and abilities
needed to assess the reliability of sources critically, we can
encourage an educated and responsible online community.
Besides these precautions, fostering an environment of
considerate and polite communication is essential to reducing the
unintentional release of private information. In order to create an
atmosphere where information is shared with care and respect for
privacy, users should be made aware of the need of using polite
language and conduct when interacting online. This cultural
change has the potential to be a powerful barrier to the
inadvertent disclosure of private information online.

Social networking sites are essential for guaranteeing user privacy
protection. Maintaining an advantage over prospective attackers
requires constant growth and improvement of privacy features.
This calls for the establishment of sophisticated content visibility
restrictions, the integration of sophisticated authentication
procedures, and the deployment of strong encryption techniques
to safeguard messages. The focus should be on developing user-
friendly interfaces that make managing privacy settings and
understanding them simple. Maintaining a safe and reliable user
experience depends on making sure these features are updated
often and strengthened in response to new threats. Platforms
must adopt transparent data policies in addition to technology
measures to provide users a clear knowledge of how their
information is gathered, used, and shared. Adopting clear and
simple privacy rules with succinct explanations and illustrations
may greatly improve user’s knowledge. Building and preserving
trust requires notifying users of any changes to data practices and
getting their express approval for significant changes. It is essential
to communicate about data breaches in an open and proactive
manner and to respond quickly and effectively to restore user
confidence and hold platforms responsible for maintaining user
privacy.

Conclusion

With social media becoming such a vast and complex terrain,
protecting people's privacy becomes an absolute need. It is
impossible to overestimate how important it is to handle privacy
concerns; they go beyond only legal and technological issues. In
the digital era, maintaining the fundamentals of individual liberty
and dignity depends on protecting privacy. The increasing
integration of social media into all aspects of contemporary life
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raises the risk of privacy infractions, therefore strengthening the
barrier against intrusions becomes imperative. A call to action
resonates throughout the domains of law, ethics, technology, and
society in negotiating the complex web of privacy dilemmas. In
order to effectively address the issues raised by social media's
influence on privacy, a cooperative and multidisciplinary approach
is essential. Legally speaking, frameworks must be continuously
improved and adjusted to keep up with new developments in
technology. Users' and platforms' attitude must be imbued with
ethical principles, encouraging a culture of conscientious
participation. The technological domain requires creative solutions
focused on strong security protocols and privacy-enhancing
features. Furthermore, the narrative around privacy on social
media is greatly influenced by society understanding and
involvement. Education programs should be implemented to
improve users' digital literacy, giving them the ability to manage
their privacy settings wisely and encourage sharing behavior that
is appropriate for their usage. The cause of responsible social
media use must be promoted by advocacy campaigns, which
should highlight the need for everyone to work together to build a
digital environment that respects both individual liberties and
social norms.
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