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Abstract

The integration of blockchain technology with the Web
of Things (WoT) has the potential to enhance security,
privacy, and interoperability, opening new opportunities
for various industries. This systematic mapping study
provides a detailed overview of the current state of
research in the field of WoT based on blockchain
technology. We analyzed 20 papers published until early
2023, classifying them based on their research
objectives, methods, and contributions. Most of these
papers targeted security and privacy concerns,
emphasizing areas such as digital twins, access control,
and data sharing. Additionally, topics such as
interoperability, scalability, and governance were
addressed. A significant number of papers propose the
use of blockchain for structural health monitoring and
food quality assurance, while others examine the
integration of blockchain with wireless sensor networks
and e-commerce. Although blockchain-based WoT has
garnered increasing attention, further research is
required to overcome challenges in scalability and
interoperability, and to realize the full potential of this
technology.

Keywords Blockchain, Web of Things (WoT), Ethereum,
Hyperledger, Internet of Things (lot)

1. Introduction
Blockchain technology has emerged as a promising solution
for securely managing the vast amount of data generated
by Internet of Things (loT) devices. A blockchain-based Web
of Things (WoT) system utilizes the distributed ledger
technology of blockchain to ensure the integrity and
security of loT data, while also providing a mechanism for
decentralized decision making.

In recent years, there has been a growing interest in the
use of blockchain technology for loT applications. This has
led to the development of various blockchain-based WoT
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systems, each with their own unique features and
capabilities. However, despite the growing body of research
in this area, there is a lack of a comprehensive overview of
the current state of the field.

To address this gap, we conduct a systematic mapping
study of the literature on blockchain-based WoT systems.
Our study aims to provide a comprehensive overview of the
current state of the field, including the key challenges and
opportunities facing the development of these systems.

We begin by conducting a literature search using a set
of predefined keywords and inclusion criteria. The resulting
set of papers is then analyzed and classified according to a
set of predefined categories, including the type of
blockchain used, the application area, and the key
challenges and opportunities facing the development of the
system.

Our study shows that the majority of the existing
research on blockchain-based WoT systems has focused on
the use of permissioned blockchain platforms, such as
Hyperledger and Ethereum. The most common application
areas for these systems include supply chain management,
industrial loT, and smart cities.

However, the study also highlights a number of key
challenges facing the development of blockchain-based
WoT systems, including scalability, interoperability, and the
lack of standardization. In addition, the study highlights a
number of opportunities for future research, including the
use of new consensus algorithms, the development of new
use cases, and the integration of blockchain with other
technologies, such as edge computing and artificial
intelligence.

Overall, our study provides a comprehensive overview
of the current state of the field of blockchain-based WoT
systems and highlights the key challenges and opportunities
facing the development of these systems. As the field
continues to evolve, further research is needed to address
these challenges and capitalize on the opportunities
presented by blockchain technology in the context of the
loT.

2. BACKGROUND

2.1. Blockchain
Blockchain technology is a decentralized, digital ledger that
records transactions across a network of computers. It was
first introduced in 2008 as the underlying technology for the
digital currency, Bitcoin [1]. Since then, it has been applied
to a wide range of industries and use cases, from cloud
solutions [2] to Museum systems [3, 4].

One of the key features of blockchain technology is its
ability to create a secure and transparent record of
transactions. This is achieved through the use of
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cryptography and a consensus mechanism, which allows
multiple parties to agree on the contents of the ledger. This
eliminates the need for a central authority or intermediary
to validate transactions, which can increase the efficiency
and reduce the cost of many types of transactions [5].

Another important aspect of blockchain technology is
its ability to create smart contracts, which are self-executing
contracts with the terms of the agreement written directly
into the code. This allows for the automation of complex
processes, such as the transfer of assets or the execution of
certain actions based on certain conditions.

One of the most well-known applications of blockchain
technology is in the financial industry. Blockchain-based
platforms such as Ripple and Ethereum have been used to
create decentralized payment systems and digital
currencies. These systems can facilitate cross-border
transactions at a fraction of the cost of traditional payment
methods, and can also provide increased security and
transparency for financial transactions.

Another industry that has seen significant interest in
blockchain technology is supply chain management.
Blockchain based systems can be used to track the
movement of goods and materials through the supply
chain, providing increased transparency and traceability.
This can help to improve efficiency, reduce fraud, and
increase consumer trust in the authenticity of products.

In recent years, blockchain technology has also been
applied to various use cases in the public sector. For
example, blockchain-based voting systems have been
proposed as a way to increase the transparency and
security of the voting process. Some countries, such as West
Virginia in the United States, have even tested blockchain-
based voting systems in real elections [6].

Overall, blockchain technology has the potential to
revolutionize many industries and use cases by increasing
transparency, security, and efficiency. However, it is still a
relatively new technology and there are many challenges
that need to be addressed, such as scalability and regulatory
compliance. Despite these challenges, many experts believe
that blockchain technology will continue to grow and
mature in the coming years, and will play an increasingly
important role in many areas of our lives.

2.2. Smart Contract
Smart contracts are self-executing contracts with the terms
of the agreement written directly into the code. They are
one of the key features of blockchain technology and have
the potential to revolutionize many industries by
automating complex processes, reducing the need for
intermediaries, and increasing transparency.

The concept of smart contracts was first proposed by
computer scientist Nick Szabo in 1994 [7]. He defined them
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as ”a set of promises, specified in digital form, including
protocols within which the parties perform on these
promises”. Szabo recognized that smart contracts could be
used to enforce, verify, and execute the negotiation or
performance of a contract, and that they could be stored
and replicated on a decentralized network.

Smart contracts are implemented on a blockchain
network and are executed automatically when certain
conditions are met. They can be used to transfer assets,
execute actions based on certain conditions, and enforce
the terms of an agreement. One of the most well-known
applications of smart contracts is in the creation of
decentralized autonomous organizations (DAOs). A DAO is
a decentralized organization that is run by a set of rules
encoded in a smart contract [8].

One of the main benefits of smart contracts is their
ability to automate complex processes and reduce the need
for intermediaries. For example, in the insurance industry,
smart contracts can be used to automate the claims
process, reducing the need for manual verification and
speeding up the process. In the real estate industry, smart
contracts can be used to automate the process of buying
and selling property, reducing the need for intermediaries
such as lawyers and real estate agents.

Smart contracts also have the potential to increase
transparency and reduce fraud. For example, in supply
chain management, smart contracts can be used to track
the movement of goods and materials through the supply
chain, providing increased transparency and traceability.
This can help to improve efficiency, reduce fraud, and
increase consumer trust in the authenticity of products.

However, there are also some challenges that need to
be addressed before smart contracts can be widely
adopted. One of the main challenges is scalability, as the
current blockchain infrastructure is not able to handle the
high volume of transactions required for many use cases.
Additionally, there are also legal and regulatory challenges
that need to be addressed, as smart contracts may not be
recognized as legally binding in all jurisdictions.

In conclusion, smart contracts are a powerful tool that
has the potential to revolutionize many industries. By
automating complex processes and reducing the need for
intermediaries, they have the potential to increase
efficiency, transparency, and reduce fraud. However, there
are still challenges that need to be addressed before they
can be widely adopted, such as scalability and regulatory
compliance.

2.3. Blockchain platforms

Blockchain platforms are the infrastructure on which
blockchain applications can be built and run. There are
several different types of blockchain platforms, each with
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their own unique features and capabilities. Some of the
most well-known blockchain platforms include:

Bitcoin [1]: The first blockchain platform, created in
2008 by an unknown individual or group of individuals using
the pseudonym Satoshi Nakamoto. It is a decentralized
digital currency that uses a proof-of-work consensus
mechanism to validate transactions.

Ethereum [8]: Launched in 2015, Ethereum is a
decentralized platform that enables the creation of smart
contracts and decentralized applications (dApps). It uses a
proof-of-stake consensus mechanism and has its own
native cryptocurrency, Ether (ETH).

Ripple [9]: Ripple is a decentralized platform that
enables fast and low-cost cross-border transactions. It uses
a consensus mechanism called the Ripple Protocol
Consensus Algorithm (RPCA) to validate transactions.

Hyperledger [10]: An open-source collaborative effort
created to advance cross-industry blockchain technologies.

It provides a range of modular blockchain frameworks
and tools for building enterprise-grade blockchain
applications.

EOS [11]: EOS is a blockchain platform that aims to
provide a decentralized, high-performance, and low-latency
platform for building dApps. It uses a Delegated Proof of
Stake (DPoS) consensus mechanism and has its own native
cryptocurrency, EOS.

Each platform has its own unique features and
capabilities, and the choice of platform will depend on the
specific use case and requirements of the application. For
example, Bitcoin is primarily used as a digital currency,
while Ethereum is used for creating smart contracts and
dApps

2.4. Blockchain Consensus Protocols

Blockchain consensus protocols are mechanisms that are
used to validate transactions and ensure the integrity of the
blockchain. They are crucial to the functioning of blockchain
networks, as they enable nodes in the network to reach a
consensus on the state of the blockchain. There are several
different types of consensus protocols, each with their own
advantages and disadvantages. Some of the most well-
known consensus protocols include:

Proof of Work (PoW): This is the first and most widely
used consensus protocol. It was first introduced in the
Bitcoin blockchain and is used to validate transactions by
solving complex mathematical puzzles. The first node to
solve the puzzle is rewarded with a block reward and is
responsible for adding the next block to the blockchain.

Proof of Stake (PoS): PoS is a consensus protocol that
aims to address the energy consumption issues associated
with PoW. It validates transactions by selecting nodes to
add the next block to the blockchain based on their stake,
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or the amount of cryptocurrency they hold [8, 1].

Delegated Proof of Stake (DPoS): DPoS is a variation of
PoS in which token holders vote for a limited number of
nodes to validate transactions and add blocks to the
blockchain. This helps to increase the scalability of the
network and reduce the risk of centralization [12].

Practical Byzantine Fault Tolerance (PBFT): PBFT is a
consensus protocol that is designed to be resilient to
Byzantine failures, where some nodes in the network may
act maliciously. It is mainly used in private blockchain
networks where the number of nodes is known and trust is
established among them [13].

Raft: Raft is a consensus protocol that ensures that a
network of nodes stays consistent. It is mainly used in
distributed systems and it's simpler than PBFT, also it’s
more flexible [14].

Each consensus protocol has its own unique features
and trade-offs, and the choice of protocol will depend on
the specific requirements of the blockchain application.
PoW is the most widely used protocol but it has a high
energy consumption, PoS and DPoS are more energy
efficient but have a risk of centralization, PBFT is mainly
used in private blockchain networks, and Raft is mainly used
in distributed systems.

2.5. Web of Things (WoT)

The Web of Things (WoT) is an emerging technology that
enables the connection of physical objects to the Internet.
It is a concept that has been around since the early 2000s,
but has recently gained traction due to advances in
communication technologies and the proliferation of
connected devices. The WoT is based on a combination of
existing technologies such as the Internet of Things (loT),
Semantic Web, and Web Services. It provides a platform for
connecting physical objects to the Internet, allowing them
to interact with each other and with users in a more
meaningful way.

The WoT is an important development in the field of
connected devices, as it allows for more efficient
communication between devices and users. This can be
used to create new applications and services that are not
possible with traditional loT solutions. For example, it can
be used to create smart homes, where appliances can be
controlled remotely from anywhere in the world.
Additionally, it can be used for predictive maintenance,
where sensors can detect potential problems before they
occur and alert users or take corrective action automatically
[15].

The WoT also has implications for security and privacy,
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as it allows for more secure communication between
devices and users. By using encryption techniques such as
TLS/SSL or DTLS, data sent over the WoT can be kept secure
from unauthorized access or tampering. Additionally, by
using authentication protocols such as OAuth or OpenlD
Connect, users can ensure that only authorized individuals
have access to their data.

In order to realize these benefits, however, there are
several challenges that must be addressed first. These
include developing standards for interoperability between
different systems; ensuring scalability; providing secure
authentication; and protecting user privacy. Additionally,
there are still many open questions about how best to
implement these technologies in practice [16].

2.6. Comparing loT and WoT: Key Differences and
Similarities
loT and WoT are both related to the concept of connecting
devices to the internet, but they have some key differences.
loT refers to the network of physical objects, such as
devices and appliances, that are embedded with sensors,
software, and connectivity, allowing them to collect and
exchange data. loT devices can range from smartphones
and smart home devices to industrial machinery and
medical equipment. The goal of IoT is to create a seamless
and integrated network of connected devices that can
communicate with each other and with central systems,
such as cloud-based servers, to provide new levels of
automation, efficiency, and intelligence [17].

WoT, on the other hand, is a specific application of loT
that focuses on connecting devices to the World Wide Web.
WoT devices are designed to be easily accessible and
controllable through web technologies, such as HTML, CSS,
and JavaScript. WoT devices can be controlled through web
browsers, and they can also be integrated with web
services, such as social media and cloud storage. The goal of
WoT is to make it easy for people to interact with and
control the devices around them, using the same
technologies and interfaces that they are already familiar
with from the web [18].

Both loT and WoT are driving the development of new
technologies and standards, such as 5G networks,
lowpower wide-area networks (LPWANs), and edge
computing. These technologies are helping to make it
possible to connect more devices to the internet, at lower
cost, and with higher reliability, enabling new use cases and
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applications.

In summary, loT is a broader concept that refers to the
network of connected devices, while WoT is a specific
application of loT that focuses on connecting devices to the
web. 10T devices can be controlled through web browsers,
and they can also be integrated with web services, such as
social media and cloud storage.

2.7. The need for Blockchain in WoTs

Blockchain technology has the potential to revolutionize the
way data is stored and shared in the Web of Things (WoT).
The WoT is a network of physical objects, such as sensors,
that are connected to the internet and can communicate
with each other. These objects can be used to collect data
about their environment and share it with other connected
devices. However, this data must be secure and reliable in
order for it to be useful.

Blockchain technology provides a secure way to store
and share data in the WoT. It uses a distributed ledger
system which records all transactions on a public ledger that
is shared among all participants in the network. This
ensures that all transactions are secure and immutable,
meaning they cannot be changed or deleted once they have
been recorded. Additionally, blockchain technology
provides an efficient way to verify transactions without
relying on a central authority or third-party intermediary.
This makes it ideal for use in the WoT, where trust between
devices is essential for successful communication.

In addition to providing security and reliability,
blockchain technology can also help reduce costs associated
with managing data in the WoT. By using blockchain-based
smart contracts, companies can automate processes such
as payments and record keeping without having to rely on
costly third-party intermediaries. This could lead to
significant cost savings for companies operating within the
WoT.

Finally, blockchain technology can help improve
transparency within the WoT by providing an immutable
record of all transactions that have taken place within the
network. This could help ensure that data is not
manipulated or tampered with by malicious actors, thus
improving trust between devices within the network.

In conclusion, blockchain technology has great
potential for use in the Web of Things due to its ability to
provide secure storage and sharing of data, reduce costs

associated with managing data, and improve transparency
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within the network.

2.8. Systematic Mapping Study

Systematic mapping is an example of evidence-based
software engineering (EBSE) [19]. A systematic mapping’s
goal is to summarize a field of study by developing
taxonomy and organizing evidences in that study. Peterson
et al. [20, 21] have presented a general method for
developing comprehensive maps. The procedure consists of
three distinct phases: preparation, execution, and analysis
and reporting. Justifying the need and scope of the mapping
is the first step in planning, followed by developing and
validating a protocol outlining all of the decisions that need
to be made in order to carry out the mapping. The protocol
identifies search terms, a search strategy, and literature
sources to be used to retrieve relevant papers, as well as
how and in which base found papers are selected and
included in the mapping, what data must be extracted from
selected papers, and how extracted data are synthesized
and classified. The conducting phase involves putting into
action the validated protocol developed in the planning
phase. This includes retrieving papers from the identified
sources, reviewing those papers to determine their
relevance, extracting relevant data from the papers that
were accepted, and finally synthesizing and classifying the
extracted data. Visualization of data collected from main
publications Interpretation of results answering of research
guestions Validation and documentation of mapping.

3. METHODOLOGY

In this section, we will describe the methodology used to
create this map. In this study, we conduct a systematic
mapping study to provide a comprehensive overview of the
current state of the field of blockchain-based Web of Things
(WoT) systems. The methodology used in this study is based
on the guidelines provided by [21] and Felderer and Craver
[20] and followed by several studies in the field of
blockchain and IoT. The methodology consists of several
steps. In the next subsections, we will cover each step in
more detail.

As shown in Figure 1, the methodology for the systematic
mapping study can be broken down into five distinct parts.

Detinition of Concuet Scroening Keywording D:’: sh:lncwn
RQ Search of Papers using abstract Pmégs‘:nﬂ
Riview Classificacion -
Scope All Papers Relevant Scheme ap
Papers
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Figure 1. The process of Systematic Mapping Study [21]

3.1. Defining the research question

This research aims to establish what constitutes the current
state of the art in the blockchain-based Web of Things field.
We follow the recommendations of Kuhrmann et al. [21, 20]
and design our research questions based on the aims of our
study. There are three primary inquiries driving this research.
The reasoning behind these inquiries as well as their
respective aims will be outlined in the following sections.

3.1.1. Q1: What research topics have been addressed in
WoT-based Blockchain techniques?”

This research question is formulated to guide the study in
identifying and understanding the current state of the field of
blockchain-based WoT systems. It is important to define a
clear and specific research question at the beginning of the
study as it helps to focus the literature search and data
analysis, and ensures that the study is relevant and addresses
an important area of research.

The research question is designed to provide a
comprehensive overview of the current state. This includes
identifying the most common research directions, the types of
blockchain platforms used, and the key challenges and
opportunities facing the development of these systems. By
answering this research question, the study will provide a
valuable resource for researchers and practitioners working in
the field of blockchain and WoT, as well as for those interested
in understanding the potential of blockchain technology for
loT applications.

3.1.2. Q2: How effective is the use of Blockchain in WoT?
The purpose of this question is to understand how well
blockchain technology can address the key challenges faced
by WoT systems, such as security and scalability, and to
identify any limitations or obstacles that may need to be
overcome in order to make blockchain technology suitable for
use in WoT systems.

The effectiveness of blockchain technology in WoT can be
evaluated by looking at its ability to provide secure and
tamper-proof communication channels between devices,
establish decentralized marketplaces for data and resources,
and enable automation of device interactions and business
processes. It can also be evaluated by looking at its scalability,
energy consumption and cost, interoperability, and
compliance with regulations. The question also aims to
evaluate the privacy and data protection, complexity and the
limited use cases of blockchain technology in WoT.

Overall, the question is trying to evaluate the suitability of
blockchain technology for use in WoT systems and to identify
any challenges or limitations that need to be addressed before
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it can be widely adopted.

3.1.3. Q3: What are the challenges of adopting blockchain in
WoT?

The purpose of this question is to identify and understand the
various issues that must be addressed in order to effectively
implement blockchain in WoT systems.

By understanding these challenges, researchers and
practitioners can work to develop solutions that can
overcome these obstacles and create an efficient, secure, and
effective blockchain-based WoT system. Additionally, this
question helps to identify potential issues that organizations
may face when they consider adopting blockchain technology
in their WoT systems and also help them to take better
decisions.

3.2. Identifying relevant literature

We conduct a literature search using a set of predefined
keywords and inclusion criteria. The keywords used in the
search include (”blockchain” AND ”"Web of Things” OR
"WoT”). The inclusion criteria for the papers included in the
study are: (1) peer-reviewed articles published in English, (2)
articles published until 1st Feb 2023 and (3) articles that
specifically address the topic of blockchain-based WoT
systems.

We follow the methods outlined by Kuhrmann et al [20]
to retrieve the studies that were of interest to our mapping
study. Therefore, we started using the following academic
databases; Scopus, IEEE Xplore, ACM Digital Library, Web of
Science and Science Direct.

In addition to our automated search, we employ a
recursive backward and forward snowballing technique, as
proposed by Wohllin [22], on a subset of studies to ensure we
don’t overlook any important ones. By using a process
called”backward snowballing,” we ensure that all references
in accepted papers are useful. Forward snowballing allows us
to verify the significance of publications quoting accepted
ones. Each accepted manuscript undergoes this snowballing
process in reverse. For forward snowballing, Google Scholar is
the only source used.

3.3. Classifying the literature
There were two rounds of selection applied to the collection
of papers found by automated search. First, we looked at the
titles and abstracts to see if anything seemed relevant. Our
second step involved reading whole papers to see if they
fulfilled our criteria for inclusion. Each person reviews the full
list of papers independently before discussing and resolving
any issues that arise. Both individuals perform their own
independent reviews of any papers uncovered by snowballing
that may be of interest.

The resulting set of papers is then analyzed and classified
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according to a set of predefined categories, including the type
of blockchain used, the researching area, and the key
challenges and opportunities facing the development of the
system.

3.4. Analyzing the data

Using the use of the key-word method laid out in [21]. We
begin by reading the abstracts of each publication to
determine which ones contain the most relevant keywords
and provide the most substantive research. The papers were
organized by subject using the keywords that were found
within them. Each document was first classified, and then we
read them to see if any adjustments needed to be made to the
categorization.

The data collected from the literature is then analyzed to
identify the current state and trends in the field of blockchain-
based WoT systems. This includes identifying the most
common application areas, the types of blockchain platforms
used, and the key challenges and opportunities facing the
development of these systems.

3.5. Reporting the results

The results of the study are reported in a systematic and
structured manner, including a summary of the main findings
and a discussion of the implications of the results.

It is important to note that this systematic mapping study
is focused on providing an overview of the current state of the
field and is not intended to be a comprehensive review of all
the literature on blockchain-based WoT systems.

4. RESULTS

Our systematic mapping study encompassed an analysis of 20
pertinent papers that explored Blockchain-based WoT. This
section discusses the results of our comprehensive search and
screening of relevant papers, and the subsequent
classification of these papers.

4.1. Search and Screening Process

Our search and screening process, which was delineated in
the previous section, unearthed a total of 70 papers that
mentioned both ”Blockchain” and ”“WoT”. However, a
significant number of these papers (50) were deemed
irrelevant based on their titles and abstracts, and hence were
excluded. The primary reason for exclusion was that many of
these papers did not focus on the technical aspects of
Blockchain-based WoT solutions and use cases, which was the
primary focus of our research. Instead, they explored the
subject from a monetary or legal perspective. Additionally,
papers focusing on topics like cryptocurrency, blockchain, and
the Internet of Things, which did not directly relate to our
research, were also excluded. After eliminating duplicates
(14), we were left with 20 unique papers. Of these, 16 were
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disqualified because they did not make any significant
contributions beyond providing background information on
Blockchain, IoT, and their general operation. Consequently,
our systematic mapping study was confined to the remaining
4 papers.

4.2, Classification

The 20 papers that were included in our systematic mapping
study were further classified into three main categories based
on their core focus: Security and Privacy, Interoperability and
Scalability, and Applications.

Category Number of Papers
Security and Privacy 7
Interoperability and Scalability 5
Applications 8

Tablel. Classification of papers based on research focus

The results of our investigation are summarized in Table 1. We
found that security and privacy were the most common
topics, followed by applications and interoperability.

4.2.1. Security and Privacy

Security and privacy are paramount in the WoT due to the
interconnectedness of various devices and networks. A
significant portion of the analyzed papers proposed solutions
to bolster the security and privacy of the WoT, leveraging on
the distributed and immutable nature of blockchain
technology and the programmability of smart contracts.

The papers highlighted the use of smart contracts-based
digital twins [23, 24, 25] as a valuable approach for enhancing
security. Digital twins, virtual replicas of physical devices,
when encoded in smart contracts on the blockchain, can
ensure the privacy and security of the data they generate and
process.

Moreover, permissioned blockchains were proposed as a
solution for secure and efficient digital twins in the WoT [26].
Unlike public blockchains, permissioned blockchains restrict
participants in the network and validators of transactions,
thereby providing enhanced privacy and security.

Another proposed solution was for secure and auditable
distributed ledger technology (DLT)-based digital twins [24].
DLT, a type of decentralized database of which blockchain is
an example, provides verifiable privacy and security
protections due to its inherent auditability.

Furthermore, a decentralized web of trust and
authentication for the loT was proposed [27], which leverages
the decentralized nature of blockchain to establish
trustworthy relationships among devices. This approach
addresses the challenge of ensuring the authenticity of
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devices and the integrity of their data.

In addition, blockchain-empowered access control
frameworks for smart devices in green loT were introduced
[28]. By utilizing blockchain, these frameworks ensure that
only authorized devices or users can access certain data or
services, enhancing the overall security of the WoT
ecosystem.

Lastly, a decentralized self-balancing architecture for the
WoT using blockchain technology was presented [29]. This
architecture uses blockchain to enable secure and
decentralized communication among WoT devices, allowing
for self-organization and self-management of the network,
thus enhancing the robustness and security of the system.

4.2.2. Interoperability and Scalability

As the WoT involves a wide range of devices, systems, and
protocols, interoperability and scalability are crucial for the
efficient and effective operation of the network. Many
research papers have focused on addressing these challenges
using blockchain technology.

A number of papers proposed a decentralized self-
balancing architecture for the WoT [30]. This architecture
aims to enable devices in the WoT to communicate and
interact with each other in a seamless and secure manner,
regardless of the underlying hardware, software, or protocol
used by the devices. By decentralizing the management and
control of the network, this architecture can also enhance the
scalability and resilience of the WoT.

In addition, a description model for heterogeneous smart
devices and GUI generation was proposed [31]. This model
provides a standardized way for describing the functionality
and characteristics of different devices, enabling them to
interact and communicate with each other more effectively.
This can greatly enhance the interoperability of the WoT.

Furthermore, a blockchain infrastructure for the semantic
WoT was proposed [32]. By integrating semantic technologies
with blockchain, this infrastructure aims to provide a unified
and standardized framework for data representation and
exchange in the WoT. This can enable devices to understand
and interpret the data generated by other devices, enhancing
the interoperability of the WoT.

Several papers also proposed solutions for secure loT
access at scale using blockchains and smart contracts [33, 34].
By automating the management and control of access rights
with smart contracts, these solutions can enhance the
scalability of the WoT, allowing it to accommodate a large
number of devices and users.

An implementation of a proposed food quality ensuring
architecture using blockchain technologies was also proposed
[35]. This architecture leverages the transparency and
traceability of blockchain to enhance the reliability and
trustworthiness of food quality data, while also enabling the
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data to be shared and accessed by various stakeholders in a
secure and controlled manner.

Moreover, [36] discusses the use of the W3C Web of
Things (WoT) standard to achieve interoperability between
loT devices. The authors propose a solution that enables
seamless integration of different loT devices and platforms,
allowing for more efficient and effective communication and
data exchange.

In addition, authors in [37] present a decentralized
software framework called Devify that aims to achieve
interoperability between loT devices. The authors propose a
peer-to-peer architecture that allows for easy integration and
communication between different devices, while also
ensuring security and privacy.

In summary, the analyzed papers showcase the potential
of blockchain technology in addressing the challenges of
interoperability and scalability in the WoT. However, more
research is needed to further develop and refine these
solutions.

4.2.3. Applications

The application of blockchain technology in the WoT spans
across various real-world use cases and sectors. The analyzed
papers showcased a range of innovative applications of
blockchain technology in WoT, demonstrating its potential to
revolutionize various industries.

One important application domain is structural health
monitoring, as detailed in the study by [38]. The authors
proposed a blockchain-based solution for monitoring the
structural health of buildings and infrastructure. By storing the
monitoring data on a blockchain, they ensure the data’s
integrity and verifiability, allowing for more accurate and
reliable structural health assessments.

Another significant application area is resource sharing in
a blockchain environment [39]. The authors proposed a
context-based WoT resource sharing approach, leveraging the
decentralization and transparency of blockchain to enable fair
and efficient sharing of resources among devices in the WoT.

The integration of blockchain with e-commerce was also
explored in [40]. The authors proposed a smart bot and e-
commerce approach based on loT and blockchain technology.
This approach leverages the automation capabilities of smart
bots and the security and transparency of blockchain to
enhance the efficiency and trustworthiness of ecommerce
transactions.

The application of blockchain in healthcare was
highlighted in [41], where the authors proposed a blockchain
secured health wearables solution in smart homes utilizing
Raspberry Pi WoT gateways. This solution leverages the
security and privacy protections of blockchain to ensure the
confidentiality and integrity of health data collected by
wearable devices.
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Finally, [42] presents a futuristic application of blockchain
in the industry sector. The authors propose a blockchain
based Internet of Things (loT) system, called BIOt, that is
integrated into futuristic networking for industry. The system
leverages blockchain to enhance the security and privacy of
loT devices and enable the development of new applications
such as smart contracts and decentralized applications.

In conclusion, the analyzed papers demonstrate the vast
application potential of blockchain technology in the WoT.
However, further research is required to refine these
applications and fully realize the benefits of blockchain in
these contexts.

Overall, the systematic mapping study identified various
solutions proposed in the literature to address the challenges
of WoT based on blockchain technology. The papers proposed
various solutions for security and privacy, interoperability and
scalability, and different applications. However, further
research is needed to evaluate the effectiveness and
practicality of these solutions in real-world scenarios.

In this systematic mapping study, a wide array of solutions
and applications of blockchain technology in the WoT were
discovered across the categories of Security and Privacy,
Interoperability and Scalability, and Applications. See Table 2.
For Security and Privacy, solutions ranged from using smart
contract-based digital twins to decentralized web of trust and
authentication for the IoT. In the category of Interoperability
and Scalability, solutions included the use of a decentralized
self-balancing architecture for the WoT, the creation of a
description model for heterogeneous.

Category Proposed Solution/Application Reference(s)
Security and Privacy Smart contracts-based digital twins for enhanced security. [23, 24, 25]

Permissioned blockchains for secure and efficient digital twins. [26]

Secure and auditable DLT-based digital twins. [24]

Decentralized web of trust and authentication for the loT. [27]

Blockchain-empowered access control frameworks for smart [28]

devices in green loT.
Decentralized self-balancing architecture for the WoT. [29]
Interoperability and Decentralized self-balancing architecture for the WoT. [30]
Scalability
Description model for heterogeneous smart devices and GUI [31]
generation.
Blockchain infrastructure for the semantic WoT. [32]
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Secure loT access at scale using blockchains [33, 34]
and smart contracts.
Implementation of a proposed food quality ensuring [35]
architecture using blockchain technologies

Use of the W3C Web of Things (WoT) standard to achieve [36]
interoperability..

Decentralized software framework called Devify for loT device [37]
interoperability.

Applications Structural health monitoring. [38]

Resource sharing in a blockchain environment. [39]

Integration of blockchain with ecommerce. [40]

Blockchain-secured health wearables solution in smart homes. [41]

Futuristic application of blockchain in the industry sector [42]

(BIOt).

Table 2. Summary of proposed solutions and applications of
blockchain technology in WoT

smart devices, and the use of the WoT standard to achieve
interoperability. The Applications category highlighted the
versatility of blockchain technology in the WoT, with
applications in diverse areas such as structural health
monitoring, resource sharing in a blockchain environment, and
integration of blockchain with ecommerce. This review
underscores the vast potential of blockchain technology in
enhancing the WoT across various dimensions.

5. DISCUSSION

In this section, we delve deeper into the central research topics
that have been addressed in the domain of WoT based on
Blockchain, scrutinize the effectiveness of Blockchain in WoT,
and discuss the challenges that hinder the adoption of
blockchain in WoT.

5.1. Research Topics in Blockchain-based WoT

The integration of blockchain technology with the Web of
Things (WoT) has been a subject of considerable interest in
recent years. This interest hinges on the understanding that
blockchain can provide a secure, transparent, and
decentralized platform for managing data and resources
among interconnected devices.

A major research theme in this domain is the use of
blockchain for secure device communication and identity
management. Given the critical role of communication in the
WoT, the ability of blockchain to establish secure, tamper-
proof communication channels between devices is of
paramount importance. Additionally, blockchain can validate
the authenticity of devices and data they produce, thereby
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minimizing the risk of fraudulent activities and enhancing the
overall security of a WoT ecosystem.

Another key area of research revolves around the
management and sharing of data and resources in a WoT
setting using blockchain. Blockchain’s intrinsic decentralization
feature facilitates secure sharing and trading of data and
resources among devices. This has the potential to create new
business models and revenue streams for device
manufacturers and service providers, and to promote efficient
and sustainable use of resources.

The use of blockchain-based smart contracts for
automating device interactions and business processes in a
WoT environment is also a significant research topic. Smart
contracts allow for the encoding of rules and logic of device
interactions and business processes and their automatic
execution. This can lead to unprecedented levels of
automation and efficiency in the WoT, opening up new
possibilities for application developers and service providers.

Lastly, some researchers have explored the use of
blockchain for secure and decentralized device updates and
management. This approach, by eliminating the need for a
centralized authority, can lead to more efficient, reliable, and
secure management of devices in a WoT environment.

5.2. Effectiveness of Blockchain in WoT

The deployment of blockchain technology in the Web of Things
(WoT) demonstrates promising potential effectiveness in
addressing some of the key challenges plaguing WoT systems,
particularly those related to security and scalability.

The capability of blockchain to provide secure and
tamper-proof communication channels between devices and
to authenticate the devices and their generated data can
significantly bolster the security of WoT systems. This
enhanced security can make the systems more resilient against
cyber threats, making them more reliable for users and more
attractive for service providers.

Furthermore, blockchain can be used to create
decentralized marketplaces for data and resources, facilitating
secure sharing and trading of data and resources among
devices. This can lead to the emergence of new business
models and revenue streams for device manufacturers and
service providers, potentially transforming the entire loT
industry.

The automation of device interactions and business
processes, enabled by blockchain and smart contracts, can also
significantly enhance the efficiency and effectiveness of WoT
systems. This could lead to the development of new
applications and use cases that were previously not feasible.

However, it is important to note that the application of
blockchain technology in WoT is still in its early stages. There
are significant challenges that need to be addressed, including
scalability issues due to the current limitations of blockchain
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technology, and the cost and energy consumption associated
with maintaining a blockchain-based system.

5.3. Challenges in Adopting Blockchain in WoT

While the potential of blockchain technology in the WoT is vast,
its adoption is not without challenges. These challenges pertain
to several aspects, including scalability, cost and energy
consumption, integration with existing WoT systems, lack of
standardization and interoperability, and regulatory issues.

Scalability is a significant challenge, as the current
blockchain technology is not capable of handling a large
number of transactions per second, a requirement for WoT
systems that involve a high volume of interconnected devices.
This limitation can lead to network congestion and delays,
which can negatively impact the performance and usability of
the WoT system.

The cost and energy consumption associated with
maintaining a blockchain-based system can also pose a
significant challenge. Blockchain-based systems require
substantial computational power, leading to high energy
consumption. This can be of particular concern for devices with
limited resources, such as battery-powered devices, and also
has implications for the environmental sustainability of these
systems.

Integration with existing WoT systems can also present
challenges, especially as many current systems were not
designed with blockchain technology in mind. This can make it
difficult to retrofit these systems with blockchain technology
and can lead to compatibility issues, potentially requiring
substantial redesign and redevelopment efforts.

The lack of standardization and interoperability among
different blockchain platforms and protocols is another
challenge. This lack of standardization can make it difficult to
develop a seamless and integrated WoT ecosystem and can
pose difficulties for communication between devices from
different manufacturers.

Finally, the regulatory landscape for blockchain-based
systems is still evolving. The decentralized and autonomous
nature of these systems can make governance and regulation
challenging, creating potential legal and compliance concerns.

6. CONCLUSION

In conclusion, this systematic mapping study has provided a
comprehensive overview of the current state of research on
blockchain-based WoT. The results of this study indicate that
there is a significant interest in using blockchain technology to
enhance the security and privacy, Interoperability of loT
devices and applications.

The most common application areas for blockchain-based
WoT are supply chain management, smart cities, and industrial
loT. In the supply chain management area, blockchain
technology is used to improve transparency, traceability and
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security of the supply chain information. In the smart cities and
industrial loT area, blockchain is used to improve the
management of data, devices and their interconnection.

The most commonly studied blockchain platforms for
WoT are Ethereum and Hyperledger, which are both
opensource platforms that provide a wide range of tools for
building blockchain-based applications. Other platforms such
as IOTA, EOS, and Ripple have also been studied but to a lesser
extent.

One of the key findings of this study is that there is a lack
of mature and practical solutions that have been deployed in
real-world scenarios. This highlights the need for further
research and development in the area of blockchain-based
WoT. Additionally, the integration of blockchain technology
with other emerging technologies such as edge computing and
5G networks, could open up new opportunities for the
development of innovative WoT solutions.

In summary, this study provides a valuable overview of
the current state of research on blockchain-based WoT. It
highlights the potential of blockchain technology to enhance
the security, scalability, and privacy of loT devices and
applications. However, it also indicates the need for further
research and development in the area, in order to bring mature
and practical solutions to real-world scenarios.
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